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For example, absent regulation a broadcast television network or large broadcast

television group owner could determine the digital transmission standard to be utilized

by its affiliates and/or owned and operated stations and contract with a manufacturer of

set-top boxes to produce --under license-- a digital converter with specifications to

comport with that digital standard, as well as to other tailor-made features, including a

proprietary conditional access system for the programming channels (whether sent in

the clear or scrambled) and the pay services of other MVPDs. For wide and rapid

deployment, the broadcaster could provide its boxes free of charge. Alternatively,

consumers eager to acquire digital converters for their analog TV would purchase the

established box on the market at the time --most likely the first-deployed box-- even if

that product permits access to only a limited selection of programming: that of the

network affiliates and 0&0 stations.

Once consumers have cluttered the top of their TV sets with a box or have

purchased the first-on-the-market converter, they will unlikely purchase and/or install

additional boxes to translate the signals of other DTV stations in a given television

market. Viewers with a "uni-choice" box, therefore, would be unable to access the

digital signals of competing free, over-the-air broadcast stations or to subscribe to

competing DTV pay services. Alternatively, the broadcast television network arriving

at the market first with a DTV converter box could allow access to competing

broadcasters' signals, but perhaps only as part of the network's own packages of

services. With such leverage, a network first-in with a converter box could gain unfair

advantage in acquiring programming rights vis-i-vis other broadcast networks.

Moreover, ifthe "first-in" television network also has an ownership interest in a cable

system or DBS system, it could insure that that affiliated system is the only other

system that would easily interface with the DTV set-top box.
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Real-world evidence of the effects of gate keeping is seen in the United

Kingdom and France, where the dominant DBS operators in which the de facto standard

box can charge monopoly rents to independent programmers; are in positions to acquire

forced equity stakes in programmers can gain exclusivity to keep programming off

competing programmers' packages and can poorly position independent programmers'

channels that compete with its affiliated programming. As for DTV, broadcasters in

Britain are now racing to launch their digital services so as to prevent DBS provider

BSkyB from creating de facto standards with proprietary technology.3D Additionally, it

was reported that BSkyB might launch a service with proprietary encryption technology

with set-top boxes that would work only with satellite signals.31 British broadcast

industry sources have stated that ifBSkyB boxes are rolled out first, subscribers were

not likely to buy a dual-purpose box and BSkyB would become a "digital gatekeeper."32

The Commission can prevent these European scenarios from migrating to the

United States. To do so the Commission must adopt rules now --before the

commencement of production of DTV converter boxes-- to facilitate commercial

availability of navigation devices, particularly DTV devices and to foster competition

among MVPDs, including DTV broadcasters, both of which are objectives of Section

629. Commission rules should mandate, effective immediately, that specifications for

any navigation device which contains a DTV converter be open. In short, all boxes

produced with DTV converters must be multi-choice, so as to facilitate both DTV and

other MVPD services. Most importantly, because it is technically feasible for an

MVPD supplying a set-top box to prevent a viewer from receiving even the DTV

channel transmitted in the clear, that is, the one free channel required by the

3D See "British TV Could Overtake BSkyB to Set Digital TV Standards," Communications Daily,
November 7, 1997, p.7.
31 See id.
32Id.
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Commission under the recently released DTV rules,33 it is imperative that the

Commission mandate that all set-top boxes be capable of receiving and passing through

all programming that is unencrypted.

In this way, the de facto standard for DTV navigation equipment is established

by and accessible to the entire DTV industry, not by a single member ofthe industry

who by virtue of being first to the market becomes the gatekeeper for the DTV --and

potentially, the MVPD-- world. Indeed, not only will broadcasters benefit from such

universal standards, but so, too, will American consumers, whose investment in DTV

equipment will give them the ability to choose among DTV and other MVPD services.

That a universal digital box is feasible and attainable is demonstrated by the

cable television industry's agreement last fall to a de facto standard for all digital cable

equipment.34 While the cable industry reached such agreement on its own, without

government intervention, it is important to note that the accord on the de facto digital

cable standard occurred after years of discussion. However, unlike the cable industry,

the broadcast television industry has been mandated by the Commission to convert its

service to digital by specific deadlines or risk loss of license to ever broadcast at all.

Broadcasters, therefore, do not have the luxury of time that the cable industry has

enjoyed.

In order to insure that the launch of DTV is successful and that Section 629 is

fairly implemented, the Commission must today set a deadline for the broadcast

industry and the consumer equipment manufacturers to craft a universal standard for

33 See Fifth Report and Order at ~28.
34 See "Cable Moves to De Facto Standard for Digital Set-tops, Modems," Communications Daily,
October 4, 1996, p.3.
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DTV converter boxes. Additionally, to insure complete universality of the DTV box

while not thereby compromising signal security, the Commission should, in

consultation with industry standard-setting organizations, mandate the use of a smart

card conditional access system in lieu of the proprietary analog systems now in place.

Viacom urges the Commission to set a deadline of nine months from the adoption date

of the Report and Order resolving this proceeding for an industry agreement on the

decoder and security module standards. If by that date the industries have failed to

agree upon standards, then the Commission must establish them, but in consultation

with "appropriate industry standard-setting organizations," as provided for in Section

629(a).35 Upon adoption of these standards for a universal, multi-choice set-top box, the

broadcast industry will be empowered to launch digital television without the

anticompetitive impediment of going through a first-in, MVPD gatekeeper.

35 The Commission took similar action in the proceeding relating to cable system consumer equipment
compatibility, urging private industry groups to complete its pending work on the Decoder Interface
Standard within 90 days from the date of publication ofthe Commission's order. See Implementation of
Section 17 ofthe Cable Television Consumer Protection and Competition Act of1992, First Report and
Order in ET Docket No. 93-7, 75 RR 2d 152, ~41 (1994).
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V. Conclusion

For the reasons stated above, Viacom urges the Commission to adopt rules

which require that going forward, all set-top boxes produced contain universal and

multi-choice features. Because of the advent of the launch of digital television and in

order to foster broadcast MVPDs, Viacom advocates Commission intervention in

bringing the industry together to agree within nine months of the Report and Order upon

the standards for a universal, multi-choice set-top box that are consistent with Section

629 of the Act. And in all cases, where set-top boxes are commercially available,

Viaeom strongly urges Commission adoption of rules that mandate the isolation of the

security system and the use of the smart-card conditional access system, with distribution

of the latter to be controlled by the MVPD and not by consumer electronics retailers or

others..

VIACOMINC.

Anne Lucey

Viacom Inc.
1515 Broadway
New York, NY 10036

May 16, 1997
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Crossed Wires

Cable Pirates Sought
Plunder but Blundered
Into aMajor FBI Sting

I

A Bold Attempt to Corner
~larket in Descramblers
Is Sunk by Secret Camera

~lovingThose Hot ·Pancakes'

By MA&I\ RoIICtl."rX
SIa.f!lt.porlftr of T,,~ WALl. STlt~I;TJ.'.... :O;41.

In II Kenil"-orth. :'i.J.. warthouse fi/l~

with Uletal cable-TV boxes. f'iank Russo.
a suspec:t~ kiniPin amon: cable pirates.
was asked by an undtrco\'er agent if h~

Iltas afraid of renin: caught by the :luthor·
itit5. His reply: '"'Th1! only \Vay (h~y'f[

catch me is if they have viceotJ.pe or mo!.'-
; Nearbf. a hidden \'idto'C'am~r3 silently

captul"ed me moment.
Th:lt tape and oth1?r .\;d.:nce ha:i [j

n:llly brourtll down a cute[ oC c~:>I~

thie..es who brazenly joined fortes not just
to rip 0(( cable companies: Thty ploUt(! to
comer the U.S. black mar~et in ille:;)l
dtsCTambl~rs. whicn allow consumers toI tap into cable withOut pa~·ir.: ror it. Q\'er

I three years. Ih~ pirates buill J sophiSti·
cated monry machint to bU~' :lnd Sl?ll
millions of dollars in Illicit equlprnt'nt
While leadinf in~-estip(ors on 01 \4'11.:1 rid~

across three continents. according to \lU'

thoritits.
BUI last yur. th~ rid~ endtd. Tht v.S.

allorney in ~l!IIoC\rk. ~.J .. a.nd ttle redel'lll
Bureau or In..-estip,tion u~eaJ~d .:l 9~·

count rederal indietmentlh3t char:es peo·
pie in tour SClues 1l.i'h mail and a."ire fraud.
mone)· laundenn: and the tl"llnsport or
millions o( doll:Lr"S ,,I"orth or siolen and
110ttoreG cablt boxes. Oubbei1 "Operation
cabl. Trap·· 1,,11 riled in t:.S. District
())urt in ~ew Jersey. the c.se details a
comple;{. under:round web oC fellow pi
rates Ind sham companies thal :'orr. Russo
and others culth-atfd to hel;> hundreds or
thouSincis or ~mericans steal cable-TV
sirnals.
Felony Indie:t1MDts

In all. 15 peopl~. includin: ~fr. Russo
and a top accomplice. Trey PrtvOSI. have,
pleaded ruilty 10 felonies. The Inquiry

condnues and more mests art Ixpec:ttd.
Both men fact Ifnrth>' prison termS and
will be sentenced this fall. :iont or the
deCtndants named in the aimlnal case
wo\11d comment on their in¥Olyement.

•The FBi llnd thi U~S. lttmaty "~kec!
a bir fISh and they just let the Une run:'
says Jim Allen. ~'bo heads the oIDee (Ii
cable tblft of the National CAble TtleVision
Association. a-cable trade I1"OUP.

A \art! part at the :"vernment's case.
say federal prosecutors....as put tOlemer
with htlp from America's la.rIest cable
.quipmmt maker. Gtnerallnstrument Co.
of Chicato. In an elaborale stinl, both FBI
and General Il1strument undercover
operatives infiltrated the cable-piraCy
rin:. th~n shadowed Mr. R.usso and his
associates as they amnred Cor him and
others (0 buy cabl. boxes. known as '''plain
,Jan.s.·· (rom Gtn.ral InstTUment. Mr.
Russo's minions would then take tht
boxes, tit them with chips tha! allow
viewers to illicitly unscramble premIum
cabl~ sill\alS such as movie channels. then
resell them at huge markUps on the black
ma~!L A box that cost ;\lr. Russo as little
as S3~ could be sold for as much as SJOO: the
lure for customers - beating. forever.
monthly cable·TV tees.

~Ir. Russo's partner was Novaplex. one
of several businesses operated by the
30·j'ear·old Mr. Prevost. allegedly an tven
bigger pirale with operations bued in Sun
Valley. CaliC. Together and separalely. the
(o\-ernmenl sars. they and others planned
and nn opel'lltions that. durin: the three
y~ar period. bought and sold several hun
dred thousand iIle:al cable converters val
ued 3t about SIOO million.

The cable thieves never [ailed to show
moxie: Once they even stole from the
police. In il. 1991 heist described in the
indictment. they broke into a Los .'\lIreles'
Police Department evidence warehouse.
and made orr with 3.500 converters. which
~lr. Russo alleredly sold for Sl3O.oo0. court
documenlS Slate. Mr. Russo and his associ,
ate:s zipped around on a 36-foot Mirage
po....·erbOac beannr the name "Pirate 1."
which was moored a! a Fort Lauderdale.
Fla.. marina..

AD Old Problem
SttaliDr cable Sl~et has been lroUlld

siDee the industrY swttc1. U Is a martet
fueled lutel)" by unrepentant customers
who don't mind splld.Dr a cable wire Cor
basic service or payint as much as 5300 for
an Ultral conver1tr box that rives thtm
hUNlreds of dollars a month in free cable.
premium TV and pay·peroview movies.
Thieves stollon off in estimated 55 billion
annually in lost revenue. and cable opera'
tors claIm Ule problem is only rettln(

. \\'orse, as subscriber JTOwth levels oft ill
I the wake of sarelJite-dish competition. .

Cable is alsO fifhtinr a public percep'
tion: that 5ttaJinr cable r.ally isn't steal·
in:. "People who v:ould n.ver &0 into
Blockbusterand stuffa video in thl!ir pants
have no problem~I this little blac!.: bo'~
Incl $tealln: cable:' says Mr. Allen or tl\e
National cable !elevi5ion ..u5ociation.
'"The)' can Itt one shipped to their door
from an sao number. so the stigma is
removed." '

Indeed. today's black·box pirates are
more sophisticated and orpnized than
ever. sellin: boxes in bulk throurh tiers of
distributo~ and r.tailers who. in turn.
advtrtise d!Scramblers on the Internet
and In newspapers and magazines. In a
rtctnt issue of Popula.r EleetTonics mara·

Please nrm to Page AS. Col&mul I
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Cantinued Frurn First PaDe
zine. one ad reads; "Are cable companies
sucking you dry?" Above is a picture or a
vampire.

Of the wholesale pirates, the eovern'
ment indictment statts, Mr. Russo. 49. was
among the biUeSt. A North MJami Beach.
Fla.. businessman. be operated out of a
number of South Florida warehouses. in·
cluding two in Port St Lucie, throUCh a
O)IDpany called Leasing Ventures. His
rorte: fieurine out how to get his hands on
huge numbers ofcable boxes, some illicitly
manufactured. others stolen or bought (as
those in the General Instrument sting) by
ruse or chicanery from legitimate sup
pliers. He also supplied "pancakes" - a
more sophisticated kind of descrambler
that sits atop a plain·Jane converter and
allows free access to a virtually unlimited
supply of premiwn·cable programmilli.

Mr. Russo certainly round himseJ1
busy; as cable rates climbed In the early
19905. demand for the megal boxes soared.
Mr. Russo~ accordlnr to the indictment
aplnst b1m. started out buyinr shipments
of stolen boXes, sometimes throu(h cable-

company employees. In ODe incident d
scribed in the Indictment. he sold mor
than 3.000 cable converters that we
stolen from a truck bound for a Sclentfti
Atlanta Corp. warehouse in Arizona. S
value: 5400.000.

As early as 1992, Mr. Russo's business
had grown into a family operaUon. aecord·
inc to the indictment. and tnduded his
wite, Joann. 42, who issued wire transfers
and checks, and son FrankJr. ,who worked .
at one of several Russo businesses.
ATum.ing Point

Generallns1:rUment came 1010 the pie
tW't when the senior Mr. Russo, to help
stabilize thf erratic supply of boxes, made
a move on the cablHquipment supplier.
One day In February 1993, Stan Durey. the
company's clirector of security programs.

, got an unusual call from a former General
Instrument employee who had worked in
sales in Latin America. The man talked
excitedly about opportunities in supplying
cable boxes to buddilll' Latin American
markets. "He kept pressurinr me - which
was very uncharacteristic or him - to come·
meet his partners," Mr. Durey says in an
interview.

Mr. Durey and Philip Deming, a Gen
eral Instrument security consultant.
agreed to meet wIth the man and his
partners at the US Air CJub at New York's
La Guardia Airport.

Mr. Durey says he was introduced to
Mr. Russo, who identified himse11 as the
president or the start-up company that
wanted to buy the bOxes to supply Latin
American cable operators. Dressed In a
blaCk shin, blatk suit and wearlnr asJgnet
ring- With the initial "'" made of eight
one-carat diamonds. Mr. Russo drank
scotch and smoked throughout the meet
ing, Mr. Durey says.

General lnstrume.nl. Uke 1D00f lei:1tt
mate cable-equipmeDt suppliers; _ .its
customers. precisely to keep its boxes out
of pirates' hands. When Mr:Du;tey ~ ,
minded Mr. Russo of hls eompany 5 met
ba.eklround cheeks on n••.distributors,
the presentation quickly.·· evoly~ , to.
"What's your price?·~Mr. ~y rec:a11s.
"He told Mr. Demin&' that·". cpuJd.§
rewarded for looldnr the otber way~'~Tbe
offer: S2 minion for Dint. muuon: cable
converters. Mr. Dorey says. The two IDII1 ~
flatty refused the offer and len. .;

Soon after. Messrs. Durey",and Demtnr I
met with FB1 agents - wbOn\. they bad '
approached months earlier .about ,enenl
theft in the cable industry-to alert them of
the bribe offer. The FBI..pursuing leads on
its own cable probes. am.nged a meeting
with federal prosecut~rs inN~w Jersey.
"We traded informatIon and agreed to
cooperate further," Mr. Dureysays. "'!'hat
was tbe beginning of the end." .

The FBI then set its trap. Mr. DenuQg
went back to Mr. RUS$O and sold bimselfas
a General Instrument turncoat woo could
be bought. He says In an_1Dterv1~ tbat he
told Mr. Russo, "Durey doesn't under
stand thevaJue or a dollU:~ S1rlt::e ~e-FBl
aJready h8.d an undermver~e Opet&ti~
at a warebouse in New JerseydolDrbusi'
ness as Prime Electrol'1lcS.~,~;·~
arranied for that store':to be 'ithe;tr,OD1
throu£'h which Mr. Russo woU1d get bls
boxes.

Initially, accordinr to the indictment,
Mr. Deminr arranpd to be~.~on
the nmnbtr or converters he suppl1ld. ~ut
latfl' Mr. Russo aerttd to pay:s10.000. a
month. In lieu of payments from De~mber
1994 to Marth 1995. Mr. DellllDg ~
quested - and rectivtd - a blue Poncbe
Carrera D valued at $4O,opo. . . .

"I was flabberguted at how.sophlSti·
cated the operatlon was." Mr. "Dem1ng



. --
There. Guardian Bank Cbalrman Jolm M. I
Mathewson issUed Visa Gold credit cards II
that permitted Mr. Deminr to have access
to the Hanson account anywhere in the .

says. '"They ran a pod business: )Ugh U.S. withOut revealinc the ownership, ae- I
cash Row. good quality control, strong cording 10 the indlctmenr. !
marketing. Better than some legitimate Immediately. the Russos deposited I
cable companies." $20.000 into the account Each month, '

Soon 1\4 D . ~ d . h Guardian Bank accepted a check from I
r. emmg oun himsel1 WIt Leasing VentlD'es for $10,000 made out to IMr. Russo at the best tables in five-star

restaurants in New York ~nd South Flor· Hanson Corp. Mr. Mathewson also pro·
Ida. "It was a lot of drinking and dancinr, vlded back-dated involc!S that gave the I

definitely 'dolce vita!' .. Mr. Deming says. appearance that rhe check was for cable;
"They were aJways well-dressed and at. equipment. There was only one gliteb In
ways had plenty of cash." Once. he said, Mr. RUSSO'S ruse, a~cording to the indict-
be waited in Mr. Russo's kitchen for bis lntnt: ADemine associate who had flown
monthly S10.000 bribe payment. HIs jaw with him to the caymans when be orief·
dropped when Mr. Russo pulled out the Dally opened the account turned out to be
stacts of money. hidden in the dishwasher. u undercover FBI agent.

I f · d h ~ business picked up for Mr. Russo.
"There was sWl a lot e [ ansi e when e across the country. in california. autborl.
shut it:' Mr. Demme says.

All along. Mr. Russo kept an eye on 'ties were shutting down anotber Illefed
1_ v .. cable pirate. Trey Prevost. His company,

blJStness. One nililt UI New ... ork, !Qr. Novaplex.lost a civil case with Continental
Russo piCked Mr. Deming up in a chauf~
feured limousine to ro test a new de- Cable'rision over allegedlY delUng in ilIe-
scrambler in houses and apartments' gal pancakes and was barred by a federal
around Manhanan. The .homes were court in C&Jlfornia from the descrambler
owned by friends of the limousine driver~ bUSiness, accordinr to papers flied in U.S.
Whom Mr. Deming described as u an at. District Court In santa Ana, Calit.
tractive young ladY.~: In most of Ole' But in October 1994. the rival pirate

d b :finns teamed up. Mr. Russo hoOked up
houses, the des~mbler worke , ut "not with Mr. PrevOst and. his chief financial
to Frank's UJO.ne'," Mr. Deminrreca.Iled. .
"The next day Frank Shipped it hick. and oram'. Anthony Lee Marina~o. lnvesti·

ad . kj' 10 "'-" PloTS bellM. because Mr. Prevost's N~
an engineer h It wer ng In -.ys. -vaplex stlli had a surplus of boxes and
Paper Worries steady supplfers in the lucrative black

After several months. OleRussOs bepn market.
to wany about covering their paper trail to Ambitious PlallS
Mr. Deming and Primt. even though the
business frequenUy used false invoices. Messrs. Russo and Prevost and a lew
and the intentale shipments of huge sums lother defendants soon struck upon an idea:
or cam.. accordiDC to the indictment: To -Why not.jo1n forces to comer the nation's
bide die· bl1be p&JmeDt5.' the Russos ere- ' black martet on cable convertef'$? Th~

.. ateda fake compiDy;Hanson Corp,.:wbicb men hatched a plan to split up the duties
would nceive pa}'lllerit5. foLMr.'":DemiDr and conquer the market., the indictment
:from Ibf Russos' nrm~LtasinrVentures. tpinst them states. Mr: Prevost and Mr.

.. and prOvide false inVoiceS.'" t,be;-lndictment MariD8.CCio. taltine shipmentsof electrical
I '.scates: .... - . .components primarily rrom, the Pac1f.ic

la .July- 19H. M!\; RusSo lattemp~d' to ,RIm. would supply aJlithe. pancake partS
.b1de biS trail cumpletlJy"He..ne~ to 'the exclusively to)fr... Russo and his company,

.,cayman Islands CO set up an Offshore bank \which would asaeinble the boxes. Sbippinr
account ~ e:at11OUfI,qe ··the ' tnnsaetions. would be ha~led by a RldSO company

. known as ZZ Packac1nr., The IDarkeUnr
and retail sale would be handJed by a finn
in North carolina known as M.O.S. Ltd.
They christened dJe plan "Cable Box Cen'
tral." the lndictm!llt Stltes.

Mesm. Prevost and Marinaceio im·
ported the computer components, the in·
dictment went on, but also used foreign
firms to Invoice and CDUecr funds. One
such company, HazeJtoWn, refistered in
DUblin. was used to hide Mr. Prevost and
Novaplex's role in the importation or dr·
cuit boards into the U.S. HazeJtown's bank
account in .London was used to collect
wire-transfer payments from Novaplex's
domestic retailers and to malee wire·trans
fer payments [0 supplJers of pancake
chips. including a company caJled Dieirek
in New Jersey.

As the investiption unfolded. FBr
agents made a simultaneous raid on 3D

...
homes anel businesses' in seven. states.
harvesting months or unden;Over work~~y
the summer of last year, prosecuto1'l de
cided to indict the defendants wi1b the
evidence they had gathered. Besides
Messrs. RU5SO and Prevost, the indict·
ments snaRed Mr. Matnewson. the cay·
:nan Island banker. and Mr. Mar1nacd!J.
the chief Cinandal officer or Novaplf.x.
Accon1inr to plei agreements flied In the
case. Mr. Mathewson baS pleaded guDty to
various counts of mail andwtre fraud lt1d
money laundering: Mr. Marinaeoo
pleaded guilty to various C9unts ·of cable
piracy. Both await sentencinl'.· ..,

And the U.S. attorney's oUice isn·t
rinished yet. Prosecutors are Dow chKstilg
even b~r flSb. with possible links' to
orraD.i1ed crime. ASSistant u.s. Attol'lley
John J. Camey says. "Ityou'rea pirat£,"be
scared:' ,....



APPENDIXC



AppendixC A Typical Encryption System 1
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